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(54) MICROPROCESSOR HAVING CIPHER PROCESSING FUNCTION OF MULTIPLE KEY 
SYSTEM 
(57)Abstract: 

PROBLEM TO BE SOLVED: To obtain the data which 
can be decoded by only a CMP and to prevent the 
disadvantage caused by the leakage of data by 
enciphering and decoding a data group by means of a job 
key that is enciphered by a secret key proper to the 
CMP. 

SOLUTION: A CMP 1 has its proper secret key Ksmp 
that is stored in its built-in storage register 10 and to be 
used for the decoding jobs of a decoding part 9. An 
offset register 4 receives a fetch signal s4 which is 
outputted from a CPU 2 and outputs the head address 
data to a scramble code generator 6. The generator 6 
outputs a scramble code F(Re) generated from the head 
address data and the address data inputted from an 
address bus 1 6 to an adder 11 via a signal path 1 3. The 
adder 1 1 performs an exclusive OR operation between 
the code F(Re) and the data which are inputted from one 
of data paths 14 or 15. Then the adder 1 1 outputs the 
result of its exclusive OR operation to the other one of 
paths 14 and 15 to carry out the scramble and descramble operations. 
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[0 0 6 3] ^(D^y-fl 5X11 mjIBbfc J: 5 id r 
KPw3&^i-^<aj££*££-fr. **:8HB^y 

*^y rtKrjfr&A«-?-3o itx j^ab-y^ti 

fc77 , y^-->3yy7 hDexeXO^SS^r-Ol' 
Acfg3£rf&£U r^i^Lfc^7-KPw3 

&s#iXA,-e^- k^*** 2 2(c«#-r^ {yvry-f 

7 6) o 

[00 64] SC, Z<D7zfV ^->ayy7 hOO^g) 30 

&«^$*TlK«fflNra*r^t"-5(^v : 5/^7 8) 0 * 
LT^fiP^ T re i S^fgNra kfrbftZ) I^PflT-'- * 7 
r^^Ddat (Ddat = Tre + Nra) Srffr&U Kt 5 
^^2 2\C-tl&i&fftZ> (^7-^7 9, 8 0) o 

*eMio£CT— .&*>f ^-ty 2 i ict^^n-sa^ r 

[0 0 6 5] £fc. r<DB$£^Lfc^ffiNrall 12 9 40 

te*-*%t 5 left** <=ey 5f^^*£*i/c^*!7- kp 

w3«c33-jC&LTrni^<ftff*tt (^7^8 1) s ^.(7) 
5 0 ^LX\ ^7-77^8 2X^^7^W?^MS6 

x:^7o-^t«o 

[0 0 6 6] &±<DX'ryy'K±<oXffiM(D77 l J +r - 
Wt7££tvftZi:\ztj:Z) 0 50 
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[0067] mwoT-jytr-i/B^i'y 
r. r-cufrfar^y yy7 _hietf>tft^ 

T-f^ h-ZU^ttfcDexeXt-r^o 
[0 068] ^7^4 1 XI (077"!i ^r->3 V77 

(^7^4 2) o ^(O^y^AZCDWm^ BU§£ L 
7h[2 2cr)^"r^n-^^- h^X7^7 > 2H^7iy7 P 
1 0 cotrgi-xt^-r^ t><OT\ SftdtWPl L-fci: 5 i-ftt^ 

(DexeX (+) F (ReX)) t^^^^^l) 2 1l:n - K£ 
thZtm^, ^<-^y h=«- KEpmp (Ksf3) a*«-5§- 

[0 0 6 9] JEir. ^^9^/K?f#«*aS6©aj*S: 

X77/4 9T*Pi^|g^7i:$ttS*Xr, CMP 1 t 

[0 0 7 0] fa H2-c!ftWLfcJ:5^ rcoBg^ffc;* 
* 7^;u*nfc77 p y jr-isa^y? KEsf 3 (Dex 
eXWF (ReX)) laiftijffi L/ctglW&^cz A^SjgS 

tott^OT?. 2 ^ ^jaiMST 9 ^ ^7 ^(c J: 

[00 7 1 ] ^lx, rcoy^ h^S^^^r^^A 

cfg3^i5t^tliL. -(O^X7-KPw^fe5^ 
S&-f<5 (^7^4 3) o 1^)^-^X11 /^!7-K 
P w 3fr?f&rr&(DX*y L y7'4 4\c^Z>tf^ h LTSS 

X\ r CO C L ^^¥lxXH^ LX^^f >^ 

h-/^ft^£rfcHL (^7-^4 5, 4 6) , Mi-^v 1 

yy>4 9xx?9^s^^¥&±m6<Dmxtm^rmm 

[0 0 7 2] W^7 ^7*4 4 X:^77 9 y ^r - v/3 V 
yy Y<D&rT$7-*- ? y r 4 Vl-Ddat (Ddat=Tre + Nr 

a) ^^a^tb^o a^f^m«Ksf 3tcj:5 
yuDdatti ^ntcjc£;cT^>r v-y^y 2 1«^ 

[0 0 7 3] SJ^^^y 5ft<DUm&Nrakmr$ 

U7<^4 7) 0 <^li. _bK04OQ-r >^ h~^7n 

-co^r^^ h-;^tifc77 p y y->-3 yy7 h 
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[0 0 74] tL^rT\ filJELfcip^fflx-^^ 
[00 75] ^f^5 0M^f^5 3fc±, T^y 

[0 0 7 6] IOXr^7 P 5 2T11 i6M?iac£X 

Tjii&y^^^-^U 2 1 I:d- K*nfcT^y^-^>g 
^y^hEsf3 (DexeXWF(ReX)) *CPU2^ ft 

[0077] rcolltT^^a^^Djc^^t^^ 

HDexeX cr>#»J LTS Bifi OTSISPfl 2 s 

[0 0 7 8] :^T5/^5 6C0^fi^iMD$fi^n 

<D3jmx*y7 b&1&7x:\zm\iZ>{**ry~79 l) . ^<7> 
?>tt>5^, ^Rii^A 2 5 Sr^ LTfir 

[00 79]—*, httK5cTU :077^/W 
(ODdat (Ddat = Tre+ Nra) ^S^HTreCOiiJP^ 

[00 80] y 7 hW^7cT*i^, r<7>^SB$FflTre(OM 
[00 8 1] 
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94) . rcoas^raii*D*is^^n-^T-reo 

oT. rcDS$(7JDdat (Ddat = Tre + Nra) (d^oV^T. 
rati. SHfe^y 5»cf^$nTt^fHSMIttiaiC** 
[0 0 8 2] ^-f-fl ~<DT-?)) tr-^nl/Vy Y 

y^4 lXm?rt)*1n^£tlZ>b, Xf^^SOM^f 
5/7 p 5 3 0)7P«d5||!)iS^t, TT'^-v'ayy 
y hDexeXCO||fT^^^M^tt>5r itdftSo 
[0 0 8 3] -t LT, M^lTreMnt^^MfC, 

SB$ffflTre £ LTK^ffif- * 7 r << ^Dda 

20 t (Ddat=Tre+Nra) Srf^fitrs (^3X^5 
8)ofi, rtD^f^^nfcT-'-^Ddat^ 

[0 0 8 4] ^u:ti^~ ktw^ 2 2*-«#£ 
tit 1/ ^ JESfSfr^^SBx - * 7 r /Kcftit^t^ 

issij^rtgwti^^y fo\zwfr£ftx\i^wm\<nw&\M. 

30 (^^3y^6 0) o 

[0 0 8 5] rcoB#. fflrELfc3BBfW^*fMSMNra^BB 
-&)6SfT*to*b5o 01 l»f7n-ft- Mi. ^v" 
y^6 0rtT-fT*fetL^r(O^itl^^^t*t^ 
T\ ^yy^e 0- l-VttSS&t*!) 5rt£>S^fttNra 
£ Kfrfr aMCBlfiSffl * $ ttfc Nra £ 3& S^SrTS 36^^ 

{±. ^7 5/7*6 0-3tdMoT, 0^L7tV^^^{C 
40 l\ 13 5 WB^I5 <t 5 Wl^ Lt t SV\ 

[0 0 8 6] *LTSS:w7^y^-^3yy7 kd 

exe3^Hff^n^fc. IfiLfe^Tix^at^T 

^4 7i:l^ r r. xfmm&m& £ tiZ> 0 ^co&f, 

fo^irn^fi— :*(^7 77'4 8i:i 
mrf^At^r-<<^y^4 9*mmi,x'<m 

50 tt^-^^o 
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[0 0 8 7] -(DTzfl) *T-i/Blsyy hDexe 

V ^ t It] y ^ y {^S^S^ffi^Sa i: 

[0 0 8 8] ipib. 0^l?S^A^iCi;oT7W 10 

£%M&fcfttet>ti£ 0 :^}:(Pw3, Nra) ^ 

^y 5rt(ONrat^^C^7h^{-ffl^L7"cNrai:^ s — gCb 
/c^l-^r C^T^y ^-i/a yy7 bDexeXiC*t 
S:-t->5^^!7- KPw3 i:S^ffiNra<^^IWI^C^^ 

{^v- y^l 0 2) 0 

[0 0 8 9] jfcfc:. ^P^c^co^£#-<J(c:oV^TfA^-r 
3 Q 014fi s 1^^^ !i^5 l^CMP 5 OO^fc 

Lx^nmrn^m-tZo m i teat-ram i 4 <7>flsriLk 

coiglSi. CMP 1 P^^^^o/c^^^y ^^co^f-^ 
y^Wsi WS-a^S 5 2 <t LTt£tt 

[0090] 0 1 1 4 <D*$ft&)?mm 30 

co^a^ti. m 1 co^Tii^^^y sco^gp^-^ 

(dizmu mi 4<Dmf&x*n%m*^ym5 i*st 

[0 0 9 1 ] t¥oT, m 1 c7>*i/£coCMP 1 P^idtSr^ h 
h&$?MLXmfil*til)K mi 4«$t<DCMP 5 

0^^ite>ttfc^/-eySiS5 ldovv-ctu 

frLKfrb^ mS<D^y74 7. 011W^f77'6 

1 - K &t^H8co^^r ^7^1 0 1 ct>&x^ ^T-ff^ 
toh^fl&g-ft^tt. y y SB 5 1 ^^(Dfia^^S: 5 

2 T*ff#:b*U YES, NO^m^^a^ £ tu£ j; 5 ic* 

[0092] ^r#^ t 
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[0093] ^<o%mm<r>w&, m^-itztiT k^** 

aflE-f^i:, Escri (D) £#3(i=l,2,3 N) c 

r (7>85®fiKscri(i, Kscri = Ksf (+) F (Rei) t ^ 5 r 

t $fi5^^7 f (Rei) t co^fibJi 

[0 0 94] r<7>cfc9{C LTBf^b^ftfcTT'y ^"-i/ 

a yy7 hSriai 2<ocMPtcj:oTa^t7rsiassr 

h^te^-^WDl, D2 DNco*^S:DXtlBa! 

(Rei), F (Re2) F (ReN)^-^SrF (ReX) £IE 
r (DX) if£iE-r«5o ffiU Kscr=KsfWF(ReX) 

[009 5] Sot, V^f^tOl/W hOf-^Dl 

Bfr^fb^tbfcx-^Escrl (Dl) iS^tb. 
V^/lx??^**SS6^?>JiF(Rel)ASW^$nSo S£o 

rr<^oi^#y@§g7te, ^liKsfirx^^^vu 

^F (Rei) COfiWl6a&afP^-§-Ksf (+) F (Rei) Ciot 
T^-^Escrl (Dl) ^tS:^:iC/^/c^ Bf^ 

b^i: m zmx r th&m^-fc^xm^- ?di* 

[0 0 96] 5fe(-. 0 1 iOTfM^CMP li-iS. 

r^y ^- ->3yy7 h<DA3s St/^^ffi-^Lt 

(DCPU2rt^COK^3^^ii^{-ol/^T. ®2CO^a- 

[0097] iktc, a-f-iaotM^ix, -ay 

P^^oTHir^fbLTSS^^ ^ y tfiHftftftt 

1 2M^CMP 3 0 t>~(D7 v-^-Y ~ 

»36S»*9, »«Uft3a?PfflF# (Kusr(+)F(ReX)) ^J: 

[00 98] J5(C. [3 1 COffl^gcOCMP 1 ftiCffcltbfr 
/cS*^^y(7)M(co^T, a4 7!?MEl7co^o-^ 

-^y- h\zm^xmm<Dm&&m?fxzz>o su ^ 

(Kusr(+) F (ReX)) £rfj^t«i: LTtT*tott^ 0 
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[0 0 9 9] #cic. *&m<Dm<D^mz^^xwmir 

[oioo] r <n%mm<nw&. vfr^fc&frT 

^fe-r^ir, Esss (D(+)F(Re)) <*r#3 0 fi-brcof^ 
l^gKsssfi. Ksss = E ssp (Kusr) 1 5 ^ t id&So 
iP^&6n§-&iU 1 te. CPU2^^-f-i^J:oTS^ 
£;ft£^HglKusr£A;/jU ftf^^ 1 0^«W 
Ul^:^)CMP 4 0 ^^^"(^S^^Kssp^r^^ 

(D (+) F (Re)) £:&ir5§-{fcU r (DBgHHfc Lfcx - 
^Esss (D(+)F(Re)) $:f-^^ 1 2^LT^^ 
>/^y 21 3£c7^gM ^ iJ tctfj^-f 3 0 
[0 10 2] ^coj:5(cLT&^{t:^^7-'-^^[a l 

^Vuff-^PF (Rel), F (Re2) F (ReN)cO^^rF 

(ReX)if£5$U ~<D*?7>'y/U^fc£thtz.zr- 

?*Esss (DX(+)F(ReX)) tfei!rf3o ffiU Kss 

s = E ssp (Kusr) TrfcSo 
[0 10 3] «£o"t\ V^S^l^ h<D7-'-?D\ 

f±. Blr^b^tb/cx-^Esss (Dl(+)F(ReD) i>*$L 

tlZa ^oTf^&@§§7l^ Z<D^mmKsssXzr 
-*Esss (DlWF(Rel)) Srtg-^ffcUc (D1(+)F(R 
el)) ZDdWttl liCtB^U »1 l{iF(Rel)r^ 
th*f*?7 >^> \^>X%tzrr — ^Dl^rCPU2icm 

[0 10 4] ^-~if-ici:oT^^tt. 

p id <t o x m its e / > y ^ y u^-r 

1 3l^(7)CMP{)r(D7n-ft- MCfif oT|W)tilG9 

s = E ssp ( Kusr) U is* ? 8 {d«rtf "f 5i6MS# fe 

9, rco/c46mH5LfcB|f^4 1 £Z>ftmmKusr<Df& 

[0 10 5] ^oT, ZCOmi 3\Cffif$£thtiCMP 4 
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[0106] ^p^o^co^JS^icov^tftP^i" 

5o 01511 j£&fft<Dm<onmm&fF^F$mx\ m 
EifcHi kmaati&tt't zffizmmiz^xn, m 

[0107] -(ommm^m^, mm<owtti'i>** 

10 8*tt»Pfi^i-S**^^^»6 l SrSJt. rw? 

[0 10 8] *7^y h u^^«fP6 2 Mil Su 

mo^-y-t y b^i?*? 4tf^ ^^S^feggT Kl^^Toi 

20 (i=i, 2, P) Sr*tt^ffi«^rtB»c:»Jt fflffl*- 

~y V 3frb\tiJl&tlZ>%m7 Ki/^ilMf-^s 6 id J: 

[0 10 9] ^r^«t54«^CMP6 O^tmc 
i^XWm~Z>o -5, BulSb/c|2 2^ff*iS^o-^ 
Hff^tv. ^T7^30gPlt^-f^^!i 2 lid 
a - K^tlfcy7 h^^H 1 7 iC^T J: ^ idMfitD^a ? 

yA^bM^ti, *iv^tt**ft6f1?3WjiKsfj (j= 
1,2/ m. m^p) -erar^b*ttri/^5fccoii-5 0 

30 [0 110] ^fc^o^-Mi. fiusSLfCct 

#T-*-^»05feIST KU*£Toj (j=l,2 f M) 
tie-To ^^^(D^t^liKsfjii. #^a^7A 

LT^^TSfc^ 0 2 (7>HtT«<l^D -co^v 1 >^4 

So 

[OllllfiP^ *7'y'74i>*bX7 L y^6^XX\ 
id N ^^^^7^^^^y^9*TOmMT\ ^-^ .y 

[0 112] rco^iS2k^8*ixaf^8«Ksfj3&^ c 
PU^btB^^ttS^^S-^s KcS^v^W^-^y 

50 So 
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[0 113] Slzx<rv7l 1X\ &m\cfcZX*-<>' 

^9A«^Hff**bs 0 w % i t j t##jfcL-c*«* 

[0 1 14] &{C N ^P^(Dftb^lQte^J{-oU>TlfePJ-r 

[0 115] r<omS«eO»&, 1^7 2^1/^ 20 
**7 3i^e>^5*m«3^K«7 iasjijgfl|/?g£*l 
6o tltffiff^^7 3rt:, r^CMP7 0(cM 

S^PH«Kpmpp-rW^(tLfcEpmpp (Ksmp) S:WT« 
^gKsmppT^^U ^L/cSHEfiKsDipSriSffV- 
1 0idaj^i~6o 
[0 1 16] -CD£?\cmjfctZZ-bK£*). CMP 7 
0 (C £ oT. -xt^^UKpmp £ fi^ftKsmp t ri^TX* 
«-S»*4xfcH ; fi"^>fc^Ttt*<. WitfCMP 7 0(0 30 

[0 1 17] 

ioT^^W*Bt*fb/a*fk7t-Sfc». [EOCCMP 

[iafficofii*>itftW] 

[0 1 ] imw<D-m&m*7F-rmjm 

[02] *36Wto»fmwicfltra7ci-^^- h 
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[0 3] *««COlMmMiC«i-S7n-^- h 
[04] *«W<OftfmWfcfllrr5 7n-^- h 
[0 5] *^BfHfiWli:ftt47n-ft- h 

[0 6] ^w^sbfrnw^tti-a^n--^^- h 
[07] ^p^tij^mp^^-r^^c-^^- h 
[0 8] *m\<oWiftmm\m~tz> y^-^-^r- v 
[09] ^w^tMmwfc^sis^^^ytoiftwia 

[010] *WX<oW)imm\cmirZ>7^}) tr-fa is 

V7 b<Dffif$m 

[01 1] &wM<nmmmKm-tz7 * -^^r - k 
[012] ^m<DjiicD—mmm^T^nfm 
[0i3] ^p^coflfecD— ^esfi^js:^r«^ia 
[0i4] j£wM<Dm<D— mmw&^-tffifsm 

[015] **W(Oflb(0— ll«fi«**^«*H 
[016] *«W<ZXfe(0— HJ£«i|S:^-r«^0 

[017] **W(bftfmwi-tt-ra^^^-=ey<oift 
p^0 

tf^cotftP^] 

1 CMP 

2 CPU 

3 Sla-^ h 

4 ^-feyH^^^ 

5 s&s^y 

6 ;* ^ 5 >^>KRF^^ 

7 RfH^gass 

8 fi^tfl^** 

9 tg-^gG 

1 0 fttl/'^^ 

1 1 APltgg 

2 1 ^-Yv^^y 

2 2 Kt-V^^ 

2 3 CD-ROM 

2 4 7nyfcTfV^^ 

2 5 ^ A 

2 6 ^r-v^v-rL^^y 

3 0 CMP 

4 0 CMP 

4 1 US^gB 

5 0 CMP 

5 1 M^eya 

5 2 a»-&¥« 

6 0 CMP 

6 1 

7 0 CMP 

7 1 ^figl4EJ$gtf 
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